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About Cubewire
Cubewire is a unified digital asset platform enabling organisations to bridge traditional 
finance and Web3 through institutional-grade infrastructure. Its scalable, integrated 
solutions consolidate digital asset operations into a single platform, delivering faster 

settlements, lower operational costs, greater utility, enhanced transparency, and 
superior real-world outcomes. Underpinned by security, compliance, and verified 

performance, Cubewire partners with organisations to unlock revenue and drive value 
creation across the digital asset ecosystem.

About Polygon Labs
Polygon Labs is a global blockchain payments company building and operating 

infrastructure to move money instantly, reliably, and at internet scale, with the mission 
to move all money onchain. It is building the Polygon Open Money Stack, an open and 

integrated stack of services and technologies to instantly and reliably move money 
anywhere, and put it to work. Its infrastructure has facilitated trillions of dollars in 

onchain value transfer and supported millions of transactions daily for some of the 
globe's largest banks, fintechs, enterprises, and consumer applications.
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The Infrastructure Lag

Legacy banking infrastructure imposes structural costs that are no longer competitively 
sustainable. The margin cushion has thinned. The case for action is quantified and urgent.

The Architecture Case

Public blockchain with institutional controls is in production at the world's largest financial 
institutions. Many technology, privacy, and regulatory questions have been answered.

The Implementation Path

This paper maps the architecture and capability requirements for banks deploying 
Sovereign Execution Environments — with validated technology examples at each layer.
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1. The Case For Action
Quantifying the structural costs of legacy banking infrastructure — and why the window is narrowing

The Market Imperative

$33T $120B $2.4B $140T 4%
Total on-chain stablecoin 

volume in 2025

Cross-border transaction 
costs (Oliver Wyman / J.P. 

Morgan estimate)

BlackRock BUIDL across

eight public blockchains


Tokenised deposit flows

projected by Citi Institute


by 2030

Payments revenue growth

Halved from 8.8%


Margin cushion eroding

The Bank for International Settlements defines the emerging global financial system as the 'Finternet' — a 
deeply interconnected web of financial ledgers where programmable infrastructure replaces fragmented 
messaging and reconciliation architecture. Participation is not optional, and the terms are being set now 
by institutions already in production. Nations and institutions face a structural trilemma: Security, 
Scalability, and Sovereignty. Isolated private ledgers preserve security and sovereignty but sacrifice the 
liquidity and network effects that make Finternet participation economically meaningful. Public 
permissionless chains offer scalability and liquidity but pose unacceptable risks around data residency, 
regulatory oversight, and jurisdictional control. In APAC — where MAS, HKMA, and APRA operate 
overlapping prudential frameworks, cross-border corridors are among the world's highest-volume and 
highest-cost, and regulatory sandboxes are the most structurally advanced — the need for a third 
architecture is both acute and time-sensitive. The institutions profiled in this paper have found that third 
way.

Infrastructure underpinning global banking was engineered for a world with different constraints. Core 
systems designed around batch processing in the 1960s and 1970s — many still operational today — now 
underpin a financial system that presents a real-time interface to clients settling asynchronously through 
chains of correspondent banks, clearinghouses, and depositories. Costs are structural: global corporates 
pay over $120 billion a year in transaction fees on ~$23.5 trillion of cross-border flows — excluding FX 
spreads and the cost of trapped liquidity (Oliver Wyman/J.P. Morgan, 2021). On the bank side, roughly a 
third of the cost of processing an international payment is nostro-vostro trapped liquidity, (McKinsey, cited 
by SWIFT). Total cross-border flows reached ~$194 trillion in 2024 (FXC Intelligence). BCG's 2025 Global 
Payments Report documents revenue growth halving from 8.8% to 4% as interest-rate tailwinds fade, 
compressing the margin cushion that has subsidised this architectural inefficiency for decades.

Each intermediary in the settlement chain exists because the system lacks a shared, trusted 

ledger. Each reconciliation step exists because counterparties maintain separate records. Each 

delay exists because finality requires sequential verification by mutually distrusting entities 

operating on different systems, in different time zones, under different regulatory regimes. These 

are not bugs — they are features of an architecture that was never designed for the speed and 

global reach of contemporary finance.
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The competitive displacement is already measurable. Stablecoin transaction volume reached $27.6 
trillion in 2024 and $33T in 2025 — exceeding Visa and Mastercard combined. Mastercard is building 
infrastructure for AI-agent-initiated commerce where autonomous software routes through the lowest-
cost, fastest-settling rails, with BCG estimating over $1 trillion in commerce spend becoming agent-
assisted. Citi Institute projects tokenised bank deposits could support $100–$140 trillion in annual flows 
by 2030. The $300 billion stablecoin market is not a signal of a possible future — it is a measurement of a 
transition already in progress.

$2.5T
Global Trade-Finance Gap

~10% of world trade, unmet — ADB 2026

$390B
Stablecoin Payments (2025)

More than double 2024

$5.5T
Tokenised Assets by 2030

Citi Institute projection

~34%
Payments Settle in 1hr in Australia

Vs the 75% G20 target
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2. Why Public Blockchain - And Why Now
Resolving the private vs. public debate, the privacy objection, and the regulatory question

Digital financial infrastructure is currently bifurcated. On one side are 'Walled Gardens' — bank consortium 
chains that are secure and locally governed, but fragmented, suffering from low liquidity and high 
reconciliation costs as soon as they need to interact with the outside world. On the other are public 
permissionless chains, which offer deep liquidity and global composability, but pose unacceptable risks 
around data residency, KYC/AML compliance, and jurisdictional control.

To participate effectively in the Finternet, banks require a third way: infrastructure that functions as a 
Sovereign Intranet — capable of executing transactions according to local laws and privacy requirements — 
while connecting directly to the Global Internet of Value for settlement and liquidity. MAS further 
articulated this direction in its 2024 Global Layer One (GL1) whitepaper, which explored the development 
of shared ledger-based foundations for regulated financial institutions and the enablement of 
interoperable digital asset networks across jurisdictions. The architecture this paper examines is a 
concrete implementation of that vision.

The Past Limits of Private Chains

The initial institutional response to blockchain was oriented toward private, permissioned networks — and 
the logic was intuitive. Regulated entities need control over participant access, transaction visibility, and 
governance mechanisms. Private chains offered a familiar operating model while preserving the 
institutional comfort of centralised administration. What they could not deliver was the network effects 
that justify the infrastructure investment.

The operational record has been sobering. Between 2022 and 2023, the major consortium networks built 
on permissioned blockchain — we.trade, B3i, Marco Polo, TradeLens, and Contour — wound down in 
succession, despite backing from dozens of systemically important banks, insurers, and the world's largest 
shipping carrier. The stated reasons were consistent: not failures of the technology, but of adoption — 
Maersk closed TradeLens because "full global industry collaboration has not been achieved." This is the 
structural problem private chains cannot resolve: they capture blockchain's complexity — consensus 
mechanisms, cryptographic validation, distributed state management — without the network effects that 
justify that complexity. A system that is private by design caps its own network value at the size of its 
consortium.
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The Signal from SWIFT

The clearest signal comes from the centre of the existing system. SWIFT — the cooperative whose 
messaging network connects more than 11,000 institutions — announced at Sibos 2025 that it is 
adding a blockchain-based shared ledger to its infrastructure stack, with a conceptual prototype 
developed with Consensys, alongside more than 30 of the world's largest banks. The organisation 
that operates the rails of correspondent banking chose the Ethereum technology stack for its next-
generation infrastructure. Global asset managers have gone further, directly onto public chains: 
BlackRock's tokenised fund grew past $2.5 billion, and Franklin Templeton operates the first US-
registered fund using a public blockchain as its official system of record. When  incumbents who built 
and operate today's closed networks converge on public-chain technology — paired with confidential 
execution environments — it demonstrates that network effects must be grouped with privacy.

'Private Data, Public Proof': The ZK Framework for Banking

The principal institutional objection to public blockchain — that transaction visibility is incompatible with 
the confidentiality obligations of regulated banking — was legitimate in 2020. It is less so in 2026. The 
resolution is enabled by four cryptographic technologies, all in production deployment at Tier 1 financial 
institutions: the 'Private Data, Public Proof' model. Under this model, the Sovereign Execution Environment 
generates a Zero-Knowledge Validity Proof — a mathematical artifact that proves all transactions are valid 
according to the protocol's rules without revealing the underlying data. The proof is submitted to the 
global settlement layer to inherit its immutable security, while the actual transaction data never leaves the 
sovereign jurisdiction. The state of the ledger is globally verifiable; the contents remain locally sovereign.

The compliance implications of this model extend well beyond privacy. Traditional banking compliance is 
predominantly retrospective and sample-based: transaction monitoring systems flag suspicious activity 
after the fact, regulatory reporting occurs on periodic schedules, and auditors examine statistical samples 
during examinations. This architecture is expensive — compliance functions typically consume 10–20% of a 
bank's operating costs — and structurally imperfect, because rules are reviewed rather than enforced. The 
ZK model inverts this. Compliance operates at the point of execution: a smart contract can verify, using 
zero-knowledge proofs, that a counterparty has passed KYC verification, that a transfer does not exceed 
jurisdictional limits, that sanctions screening has been completed, and that capital adequacy ratios are 
maintained — all in real time, at the protocol level, before settlement occurs. The cost reduction potential is 
substantial. The auditability improvement is generational.

1 The 2024 GL1 white paper initially explored the development of a multi-purpose shared ledger infrastructure for regulated financial institutions. Subsequent developments 
within the GL1 initiative have refined this positioning toward fostering open and interoperable shared ledger networks, supported by common principles, specifications, and 
coordination mechanisms.
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Cryptographic Technology

Zero-Knowledge Proofs (ZKPs)

Multi-Party Computation (MPC)

Trusted Execution Environments (TEEs)

Fully Homomorphic Encryption (FHE)

Production Deployment & Institutional Validation

Prove compliance attributes — KYC verification, sanctions screening, 
capital adequacy — without revealing underlying transaction data. 
Deployed in production by Deutsche Bank (DAMA 2, Project Guardian), 
Citi and Mastercard (ZKsync Prividium programme, which includes two 
central banks as participants). ZK-STARKs — the foundation of the 
most performant proving systems — are quantum-resistant by design.

Enable counterparties to verify trade parameters and netting 
obligations without revealing proprietary positions to one another or to 
the network. Implemented in Canton Network, backed by Goldman 
Sachs, Citi Ventures, BNY Mellon, Nasdaq, and S&P Global. The DTCC 
and over 400 institutions operate within this framework.

Hardware-isolated secure enclaves, available on Nvidia H100 and 
Blackwell B200 GPUs, that let AI-driven risk models and credit-scoring 
engines run on encrypted data without decryption. Outputs are 
verifiable without the underlying data ever being exposed.


Computation on encrypted data without decryption — allowing 
regulators to verify aggregate compliance across institutions without 
accessing individual records. Bootstrapping latency has decreased from 
50ms (2021) to below 1ms (2025), approaching real-time performance 
thresholds for institutional deployment.

'Private Data, Public Proof' is not a compromise between transparency and confidentiality — it is a system 
that delivers more of both than current architecture provides simultaneously. Compliance is enforced at 
the point of execution through cryptographic verification, not reviewed retrospectively by manual teams. 
For regulators, the ability to verify systemic compliance in real time through cryptographic proofs — 
without accessing individual transaction data — represents a generational improvement over the current 
supervisory model.
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The Regulatory Convergence

The period of regulatory ambiguity that constrained institutional adoption from 2017 to approximately 
2023 has given way to structured, enabling frameworks. The BIS 2025 Annual Economic Report — titled 
"The Next-Generation Monetary and Financial System" — sets out the most detailed institutional blueprint 
yet for a tokenised financial system, proposing unified ledger infrastructure combining tokenised central 
bank reserves, commercial bank deposits, and government bonds on shared programmable platforms. The 
architecture it describes — programmable, real-time, compliance-embedded — is precisely what ZK-enabled 
sovereign chain infrastructure is built to deliver at the institutional layer. When the central bank of central 
banks sets out this blueprint for the future of global monetary infrastructure, it materially shifts the risk 
calculus for institutional boards evaluating blockchain adoption.

Framework

EU MiCA

US GENIUS Act

MAS' Project Guardian

HKMA DLT Incubator

OCC / BIS Guidance

Status & Institutional Significance

Fully operational since 2024. Establishes detailed requirements for digital asset 
issuance, custody, and exchange across 27 member states. Creates the largest 
regulated digital asset market in the world and provides a compliance template that 
other jurisdictions are actively adopting.

Signed July 2025. Creates the legal category of 'permitted stablecoin issuers' for the 
first time in US law, requiring strict 1:1 backing with eligible reserve assets and 
mandating full AML/KYC/BSA alignment with bank standards. Accelerated Tier 1 US 
institutional participation materially.

Launched January 2025. Provides a structured regulatory pathway for banks to 
develop and test blockchain-based products under supervisory oversight, with first 
stablecoin licences expected under the HKMA's stablecoin licensing framework.

Computation on encrypted data without decryption — allowing regulators to verify 
aggregate compliance across institutions without accessing individual records. 
Bootstrapping latency has decreased from 50ms (2021) to below 1ms (2025), 
approaching real-time performance thresholds for institutional deployment.

The OCC explicitly permits US national banks to engage with public blockchains for 
specified activities — reversing earlier restrictive postures. The BIS FSI documents 
that no direct regulatory restrictions exist in most jurisdictions for banks to partner 
with technology firms on blockchain infrastructure.

The regulatory trajectory across major jurisdictions is increasingly supportive of institutional blockchain 
adoption. The risk is not that frameworks become more restrictive — the direction of every major 
jurisdiction is the opposite. The risk is that banks that wait to find competitors have established 
production positions, relationship capital with regulators, and operational experience that latecomers 
cannot replicate through later adoption alone. Regulatory sandboxes are not merely compliance processes; 
they are co-development relationships with regulators that yield structural advantages in production 
licensing.
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3. Who Is Already In Production
What the independent deployment decisions of the world's largest institutions tell us

Tier 1 Production Deployments - Public Blockchain

BUIDL Fund uMINT Fund Tokenization Fund shares Digital assets

$2.9B AUM $6.9T manager 16% yield SEC-registered 2026 launch
World's largest tokenised

money market vehicle.

7 blockchains, $500M

on Polygon.

Tokenised money market 
fund issued on Ethereum. 
On-chain subscription and 
redemption live

Tokenised private credit

as on-chain collateral.

Structure not replicable

on traditional rails.

On-chain money market

fund ownership. Peer-to-

peer transfer of fund 
shares.

Digital asset custody 
bridging traditional and 
digital assets on one 
platform.

Asset Management Asset Management Asset Management Asset Management Asset Management

BlackRock UBS Apollo Franklin Templeton Citi

The most persuasive evidence for public blockchain as viable banking infrastructure is not theoretical — it 
is the independent deployment decisions of institutions that conducted their own due diligence and 
committed production capital. Each institution below assessed cryptographic privacy and compliance 
controls, engaged their regulators, and independently concluded that public infrastructure's advantages in 
network effects, composability, and settlement security outweigh the control trade-offs — provided that 
institutional controls are implemented at the compliance middleware layer. These institutions are not 
following a trend; they are each, independently, reaching the same structural judgment about where 
financial infrastructure is heading.

Note: the deployments below primarily reference activity on Polygon Chain. Polygon CDK-based sovereign 
chain infrastructure represents a complementary but distinct architecture, designed for institutions 
requiring dedicated execution environments with configurable privacy and data residency controls.

Five Deployment Decisions That Settled the Debate

01 BlackRock BUIDL — $2.4B AUM tokenised Treasury fund operating across 7 public blockchains. BlackRock's 
risk committee approved this exposure after independent due diligence. The world's largest asset manager, 
managing $10 trillion in assets, chose public infrastructure over private alternatives.

02 UBS uMINT — Tokenised USD money market fund issued on Ethereum in November 2024, with fully on-
chain subscription and redemption executed in 2025. An institution managing $6.9 trillion in invested 
assets selected a public chain — not a proprietary ledger — as the issuance venue for a regulated fund 
product.

03 Apollo ACRED — Tokenised private credit on Polygon Chain used as on-chain collateral in a levered yield 
strategy, with reported yields in certain market conditions reaching the mid-teens through DeFi 
composability. A financial structure that is architecturally difficult to replicate on traditional rails or private 
chains — it requires the liquidity depth and composability that public infrastructure is positioned to provide.
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04 Franklin Templeton BENJI — SEC-registered money market fund with ownership recorded on-chain, enabling 
peer-to-peer transfer of fund shares. Demonstrates that public blockchain can operate within the most 
rigorous regulatory framework in global financial services, establishing a precedent that de-risks adoption 
for all fund managers operating under equivalent frameworks.

05 Ten-Bank Consortium — Citi, Deutsche Bank, Goldman Sachs, BNP Paribas, Barclays, Bank of America, 
MUFG, TD Bank, Santander, and UBS announced collaborative development of reserve-backed digital 
money in late 2025. Ten Tier 1 institutions, representing the competitive core of global banking, 
simultaneously converging on the same infrastructure direction.

The significance of this convergence extends beyond individual deployment decisions. The institutions that move 
first are not merely piloting technology — they are accumulating operational experience, regulatory relationships, 
client trust, and network effects that compound with each quarter of production deployment. For institutions that 
have not yet moved, each quarter of delay is a quarter in which that competitive gap widens.

4. The Institutional Architecture
How a well-designed public blockchain deployment integrates with existing banking systems

The Four-Layer Institutional Architecture

Financial Applications Product Layer

Tokenised Deposits · Cross-Border Payment Channels · Trade 
Finance Automation · Yield Distribution · Lending Protocols

Institutional Controls

HSM Key Management · ZK-ID / AML Attestation · Freeze / Seize / 
Clawback · Audit Trail Generation · Cubewire Enterprise Layer

Compliance Layer

Privacy And Scalability

ZK-Rollup / Validium Mode · Thousands of TPS at Sub-Cent Cost · 
Confidential Settlement · Polygon CDK Sovereign Chain

ZK Proof Layer

Settlement Security

Ethereum Proof-of-Stake · $400B+ Staked Security · 500,000+ 
Validators · 10+ Years Zero State Corruption · Censorship Resistance

Foundation Layer
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The architecture comprises four layers, each addressing a distinct institutional requirement, with each 
layer inheriting the guarantees of those beneath it.

The foundation layer — Layer 1 — is Ethereum proof-of-stake settlement. With over $400 billion in staked 
security, more than 500,000 validators, and over a decade of operation without state corruption, it 
provides the censorship resistance and settlement assurance that no single institution or consortium can 
replicate internally. This is the layer where finality lives: once a transaction settles here, no counterparty, 
intermediary, or administrator can reverse it.

The ZK proof layer — Layer 2 — delivers privacy and scalability through a sovereign chain built on Polygon 
CDK, operating in ZK-rollup or validium mode. Transaction details remain confidential to the bank's 
execution environment; only cryptographic validity proofs are posted to the settlement layer. The result is 
thousands of transactions per second at sub-cent cost, with confidentiality preserved by mathematics 
rather than by access policy.

The compliance layer — Layer 3 — implements institutional controls: HSM-based key management 
integrated with existing custody arrangements, ZK-ID and AML attestation that proves regulatory 
standing without exposing underlying customer data, automated audit trail generation, and contractually 
enforceable freeze, seize, and clawbackprocedures. The Sovereign Data Committee governs physical 
custody of the full transaction record within the sovereign jurisdiction, ensuring data residency obligations 
are met regardless of where cryptographic proofs are settled. This is 'Compliance by Design' rather than 
'anonymous by default'.

The financial application layer — Layer 4 — implements specific instruments and workflows that inherit 
the security, privacy, and compliance properties of the three layers beneath them: tokenised deposits, 
cross-border payment channels, trade finance automation with smart contract-governed document 
verification, programmatic yield distribution, and institutional lending protocols. The critical distinction from 
traditional fintech architectures is that these applications execute against a shared, programmable state 
that all participants reference simultaneously — eliminating the reconciliation burden that characterises 
traditional financial workflows. Two counterparties to a tokenised bond trade see the same ledger state in 
real time, rather than maintaining separate records that must be periodically reconciled at cost.

The Sovereign Chain Model: Sovereignty Without Isolation

Sovereign chain toolkits resolve the most persistent operational objection to shared public infrastructure — 
the 'noisy neighbour' problem — by allowing banks to launch dedicated blockchain execution environments 
with guaranteed throughput and predictable costs, completely isolated from external network activity, 
while the aggregation layer (Agglayer) preserves connectivity to the broader network's liquidity and shared 
infrastructure. The cross-chain architecture embeds two security properties that risk committees should 
examine specifically. The Cryptographic Solvency Proof — also referred to as a Pessimistic Proof — governs 
all cross-chain withdrawals: before any asset is released from the shared liquidity environment, the chain 
must generate a ZK-proof that total outflows do not exceed verified inflows plus genesis allocation. All 
connected chains are treated with Zero Trust; even a fully compromised partner chain cannot withdraw 
more than it legitimately owns. This is architecturally different from traditional bridge models, where a 
single bridge exploit can drain reserves far exceeding the attacker's legitimate holdings. The Standalone 
Mode Protocol addresses the resilience dimension: if the global settlement layer faces an outage or 
censorship event, the Sovereign Execution Environment detaches from the global proof-verifier and 
operates as an independent Layer 1 network under local Sovereign Data Committee governance, with 
domestic payments continuing uninterrupted. For institutions subject to CPS 230, DORA, or MAS 
Business Continuity Management requirements, this property is a regulatory asset that cloud-dependent 
alternatives structurally cannot replicate.
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5. Selecting And Deploying The Right Infrastructure
Evaluating deployment models, and the capability requirements at each layer of the stack

Evaluating Your Infrastructure Options

Objective assessment of the four primary deployment models against institutional requirements

Private /

Permissioned

Public

L1

Public Chain

(Institutional)

Sovereign ZK L2

+ Enterprise Layer

e.g. Hyperledger, R3 Corda e.g. Ethereum Mainnet e.g. Polygon Chain e.g. Polygon CDK + Cubewire

Network Effects and Liquidity Weak Best-in-class Best-in-class Best-in-class

Transaction Throughput Limited Weak Best-in-class Best-in-class

Transaction Cost Limited Weak Best-in-class Best-in-class

Native Privacy Limited Weak Limited Best-in-class

Institutional Controls Best-in-class Weak Limited Best-in-class

Regulatory Alignment Limited Strong Best-in-class Best-in-class

Deployment Track Record Limited Strong Best-in-class Strong

Vendor Concentration Risk Strong Best-in-class Strong RECOMMENDED

The GL1 framework articulates the aspiration clearly: shared ledger-based infrastructure that is 
interoperable across jurisdictions. Banks selecting infrastructure are not making a technology procurement 
decision — they are choosing their participation model in an emerging global settlement architecture. That 
decision has long-term consequences for network effects, liquidity access, regulatory positioning, and 
competitive differentiation that will be difficult to reverse. The four primary deployment models differ 
significantly in their capacity to support this architecture.

Private and permissioned chains — Hyperledger, R3 Corda, ConsenSys Quorum — are appropriate for 
closed-loop settlement among known counterparties with no requirement for external connectivity or 
composability. Beyond that specific scope, the record is consistent: consortium networks cap their own 
value at the size of their membership, which is why the major permissioned networks of the last cycle 
wound down citing adoption rather than technology. Nor can they connect to architectures aligned with 
the GL1 direction without bespoke bridging work that recreates the very fragmentation they were 
designed to avoid.
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Public L1 infrastructure — Ethereum Mainnet — provides maximum security and the deepest network 
effects, but is unsuitable as an execution layer: approximately 15–30 transactions per second, elevated 
and volatile costs, and native transparency incompatible with the commercial confidentiality obligations of 
regulated banking. Its correct architectural role is as the settlement security anchor — providing finality 
guarantees to sovereign chains deployed on top of it, not the layer on which institutional transactions are 
executed directly.

Public chains like Polygon Chain deliver institutional-grade throughput — approximately 3,800 TPS at less 
than $0.01 per transaction — with a substantial institutional deployment base and Ethereum settlement 
checkpointing. This is the appropriate architecture for institutions beginning production deployment before 
building a dedicated sovereign chain. The deeper institutional deployment base translates directly into 
greater composability with institutional products and counterparties, and a network effect that benefits 
every participant.

The Sovereign ZK L2 with institutional enterprise middleware represents the full architecture for 
institutions with meaningful cross-border payment volumes, privacy requirements, or prudential 
obligations. It combines the dedicated execution sovereignty of a private chain with the network effects 
and settlement security of public infrastructure — resolving the Sovereignty Trilemma rather than trading 
one dimension for another. This is the architecture that the world's most advanced institutional 
deployments converge toward.

The Third Way: Sovereign Intranet + Global Internet of Value

The Sovereignty Trilemma — Security, Scalability, Sovereignty — cannot be solved by private chains, which sacrifice 
scalability and liquidity, or by public permissionless chains, which sacrifice sovereignty and jurisdictional control. 
The Sovereign ZK L2 is the Third Way: infrastructure that functions as a Sovereign Intranet, executing transactions 
according to local laws and data residency requirements, while connecting to the Global Internet of Value for 
settlement security and cross-chain liquidity. Dedicated sovereignty and shared liquidity — previously architecturally 
unavailable in the same deployment — in a single model. This is closely aligned with the direction reflected in the 
GL1 initiative, which seeks to enable interoperable digital asset infrastructures across jurisdictions.

What to Require from the Network Layer

The network layer partner provides settlement security, sovereign chain infrastructure, cross-chain 
interoperability, and the ZK privacy and identity stack. Evaluating network layer partners requires looking 
past marketing claims to the evidence that matters most to institutional risk committees: live production 
commitments of material capital by Tier 1 institutions after independent due diligence. These institutions 
have already performed the technical, legal, and regulatory evaluation that a new entrant would otherwise 
undertake from scratch — their convergence on a single network is the strongest possible endorsement of 
institutional suitability. Beyond validation depth, the sovereign chain capability requires: a locally-governed 
Sovereign Data Committee for Validium mode data residency compliance; a Cryptographic Solvency Proof 
governing cross-chain withdrawals; ZK-ID support with Supervisory Node View Keys; a Standalone Mode 
Protocol for CPS 230/DORA resilience; and multistack execution client support eliminating vendor lock-in. 
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Polygon CDK and Agglayer represents a demonstrated example — a public blockchain sovereign chain 
toolkit with live production deployments across its network, including Revolut ($1.4B on Polygon Chain), 
Apollo (yield strategies on Polygon Chain), and Franklin Templeton (SEC-registered on-chain funds on 
Polygon Chain). These examples reflect independent institutional activity on public blockchain 
infrastructure more broadly. Its Open Money Stack provides end-to-end payment infrastructure banks can 
deploy without building from scratch.

What to Require from the Enterprise Compliance Layer

The enterprise compliance layer translates network infrastructure into a deployable banking product. It is 
the layer that makes blockchain operationally invisible to bank clients: they interact with standard 
enterprise APIs and familiar dashboards, not wallets, gas fees, or token mechanics. This abstraction of 
complexity is not cosmetic — it is the difference between a technology that can be deployed within 
existing bank operating models and one that requires wholesale organisational transformation. Citi's Token 
Services and DBS's Token Services both demonstrate this principle in production: bank clients send 
standard payment instructions; blockchain infrastructure handles settlement, proof generation, and state 
management beneath the surface.

The compliance layer must satisfy three non-negotiable prerequisites before evaluation of any other 
capability. Prudential certifications must be in place before engagement: ISO 27001 and SOC 2 Type 2 are 
prerequisites under APRA, MAS, HKMA, and OCC prudential supervision. For APRA-regulated institutions, 
CPS 230 alignment — complete or demonstrably in-progress — is required; a partner whose certifications 
are aspirational rather than current creates third-party risk exposure regulators will not approve. 
Compliance coverage must be precisely scoped: the middleware provider's verification applies within the 
operating environment where it controls the transaction initiator — a boundary that prevents overstated 
coverage (which creates regulatory risk) and understated coverage (which creates operational gaps). The 
integration model must be API-first: bank operations teams interact through standard enterprise 
interfaces, not wallets or token mechanics, without wholesale replacement of core banking systems.

Beyond these prerequisites, the compliance layer must provide institutional-grade cross-border payment 
orchestration purpose-built for the corridors where blockchain settlement offers the greatest economic 
advantage over correspondent banking — multi-currency and stablecoin support, 24/7/365 uptime 
without banking hour constraints, and enterprise SLAs with defined incident response procedures. 
Cubewire is designed to satisfy this profile: ISO 27001 and SOC 2 Type 2 certified, with a dedicated CPS 
230 alignment programme actively in progress. Its Layer 2 infrastructure has been operational in public 
testnet since May 2025, and its API-first integration model is explicitly designed around banks and 
enterprises as primary counterparties — not retrofitted from a retail crypto product.
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Cubewire is an infrastructure operator — the operational counterpart to the Polygon network layer. 
Cubewire’s self-hosted suite runs entirely within the institution’s own environment: Rollup-as-a-Service for 
deploying and operating dedicated execution environments built on the Polygon CDK — including Validium-
mode chains under locally governed Sovereign Data Committees for per-jurisdiction data residency — and 
Wallet-as-aService for institutional wallet and key-management infrastructure, interfacing with the 
institution’s own HSM estate so that signing key material is generated and used within the institution’s 
hardware boundary.

The division of responsibility is deliberate: the institution retains physical custody of its data, its keys, and 
its recovery objectives; the Polygon network layer provides settlement security, shared liquidity, and 
proving infrastructure; and Cubewire provides the operational control plane that translates that network 
capability into a deployable banking product — with compliance and integration surfaces that remain 
consistent regardless of which data-availability mode, execution client, or proving state the institution 
selects.

The Polygon CDK on the network layer, combined with Cubewire's enterprise compliance layer, provides a 
complete and demonstrated implementation of the architecture described in this paper.
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6. The Financial Case
An illustrative return framework derived from published institutional research and observed 
first-mover results

Annual Financial Impact at maturity (Illustrative) Programme Ecomonics
50-140M

140 Phase 1 $3-5MCost EliminationConservative Floor: $130M/yr

120
Phase 2 $5-10MNew Revenue15-100M 20-100M

100
Revenue Protection Phase 3 $8-15M37-75M

80

60 10-50M

40 Total 3-Year $16-30M
20

Impact at Maturity $130-465M
0

5-Year ROI >400%Cross-Border

Cost Savings

Compliance

Automation

Tokenised

Deposit Revenue

DeFi Gateway

Revenue

Revenue

Protection

The most common reason boards defer infrastructure investment is not scepticism about the technology 
but the absence of a credible financial model. The framework below is derived from published research by 
BCG, the BIS, Citi Institute, and the OMFIF — cross-referenced against operational results from institutions 
already in production. It is illustrative for a mid-to-large bank with $5–$15 billion in annual cross-border 
payment flows; individual results will vary by corridor mix, client profile, and implementation pace. Where 
ranges are provided, the conservative end assumes slower adoption than any first mover has actually 
experienced.

Value Stream

Cross-Border Cost Savings

Compliance Automation

Tokenised Deposit Revenue

Institutional DeFi Gateway

Revenue Protection

Illustrative Range

$37–$75M / yr

$15–$100M / yr

$50–$140M / yr

$10–$50M / yr

$20–$100M / yr

Derivation

25% reduction on $10B flows at 150–300bp all-in cost. OMFIF projects 
30% system-wide savings from blockchain adoption; conservative case 
applied here.

30–50% of manual compliance workload automated via programmable 
enforcement at execution. BCG cites 30–40% operating cost savings 
from targeted automation across the compliance function.

0.1% share of Citi's projected $100–$140T tokenised deposit market at 5–
10bp transaction margin by 2030. First-mover banks capture demand 
that latecomers cannot contest.

50–100bp management fee + 10–20% performance fee on $2–$5B 
allocation to on-chain yield strategies. Reference: Apollo ACRED model, 
with reported yields in certain market conditions reaching the mid-teens 
through DeFi composability on Polygon Chain.

Avoiding 10–20% volume erosion on a $200–$500M cross-border 
payment base as blockchain-enabled competitors displace share in 
corridors with materially better economics.
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Total At Maturity
Against cumulative 3-year investment of $16–$30M.

Conservative-case ROI exceeds 400% by year 5.

Phase 1 pilot achieves payback within 12 months.$130–$465M / yr

Two value streams merit particular attention. The compliance automation opportunity is frequently 
underestimated because compliance costs are diffuse — embedded across operations, technology, and 
risk functions rather than appearing as a single line item. When sanctions screening, KYC verification, and 
capital adequacy checks are enforced cryptographically at the point of transaction execution, the 
downstream manual review, exception handling, and retrospective reporting functions that consume 
analyst time are substantially eliminated rather than merely accelerated; BCG's 30–40% operating cost 
savings estimate is conservative relative to what programmable compliance at the protocol level delivers. 
The revenue protection line is perhaps the most immediately relevant for boards evaluating timing. For a 
bank earning $200–$500 million annually from cross-border payments, a 10–20% volume erosion over five 
years — driven by blockchain-enabled competitors offering materially better economics — represents $20–
$100 million in annual revenue loss that dwarfs the proposed programme investment. This is not 
hypothetical risk; it is the arithmetic consequence of client behaviour in the presence of a structurally 
superior alternative.

>400%
5-Year ROI (Conservative)

At $16–30M cumulative investment

12 mo
Phase 1 Payback Period

$3–5M pilot, single corridor

$2.5B+
BlackRock BUIDL

Tokenized fund issued on public chains
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7. The Implementation Path
A phased programme from evaluation to production, calibrated for mid-to-large 
banks with APAC presence

Three-Phase Implementation Road Map

1. Foundation 2. Production 3. Scale
Months 1 – 6 Months 6 – 18 Months 18 – 36

Single corridor pilot


Polygon Chain + Cubewire


Core banking API integration


Regulatory sandbox entry


Payback within 12 months

Expand to production volume s


Tokenised deposit launch


Smart contract templates


5-10 institutional clients


CDK sovereign chain evaluation


30-50% cost reduction target

CDK Validium deployment


Multi-corridor expansion


Programmable deposits


AggLayer integration


Institutional DeFi gateway


130-465M annual impact

The implementation patterns of DBS, Standard Chartered, Citi, and other first movers suggest a 
consistent structure: begin with a narrowly scoped pilot on a single corridor, achieve demonstrated 
payback, then expand systematically. The critical design principle is that public blockchain infrastructure 
eliminates the need to build consensus, networking, and security infrastructure from scratch — the layer 
where last cycle's permissioned programmes absorbed nine-figure budgets before reaching production. 
Total 3-year programme investment of $16–$30 million compares favourably with the annual technology 
budgets of mid-to-large banks, which typically run $500 million to $2 billion.

Phase 1 — Foundation

Internal staff bring institutional context and regulatory relationships; external teams, acting as 
implementation providers, bring the cryptographic, smart contract, and on-chain risk management 
expertise that is scarce inside traditional banks. Implementation providers work closely with the team to 
create a bespoke environment for the institution. Deploy a pilot on institutional-grade public infrastructure 
for a single cross-border corridor — Singapore–Hong Kong, Japan–Australia, or an intra-ASEAN trade 
finance corridor all qualify. Integrate the enterprise middleware with existing core banking systems via API, 
and engage the relevant regulator through a sandbox programme from day one. Target: payback within 12 
months from corridor cost savings alone.
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Phase 2 — Production Deployment

Expand to production volumes with institutional client onboarding. Launch tokenised deposit capability — 
the product that generates first new revenue streams rather than pure cost reduction. Develop smart 
contract templates for programmable settlement: conditional payments releasing against verified delivery 
milestones, automated compliance enforcement at execution, and escrow release for trade finance. 
Onboard five to ten institutional clients and begin sovereign chain evaluation for dedicated institutional 
execution. Revenue target: 30–50% cost reduction in the pilot corridor and initial transaction fee revenue.

Phase 3 — Scale and Differentiation

Deploy a dedicated sovereign chain in Validium mode — the architecture that creates durable competitive 
differentiation. A competitor can deploy on Polygon Chain in months; replicating a production sovereign 
chain with a Sovereign Data Committee, established compliance stack, and operating client base takes 
years. Expand to multiple corridors; launch programmable deposit products — real-time yield distribution, 
conditional settlement, automated treasury management. Connect to the aggregation layer for cross-
chain institutional settlement. Develop an institutional DeFi gateway for qualifying clients, of the type 
Apollo has pioneered. By month 36, the institution should operate production infrastructure across 
multiple corridors with quantifiable cost savings, new revenue streams, and a competitive position that 
would take a latecomer two to three years to replicate.

On Organisational Readiness

The hardest part of this transition is not the technology — it is the people. The Head of Correspondent Banking 
has rational incentives to slow-walk a transition that threatens his team's function. The compliance team will 
initially view programmable compliance as additional workload rather than a replacement for existing processes. 
The architecture review board will raise objections about standards that have not yet been written. None of these 
reactions are irrational — they are the predictable responses of competent professionals whose expertise is being 
revalued by a technology shift. DBS's Digital Exchange was years in development. Successful implementation 
requires executive sponsorship that is not merely nominal but actively engaged in clearing organisational 
roadblocks, allocating the talent budget to acquire external expertise, and maintaining the programme's strategic 
priority through budget cycles. This is a multi-year change management programme, not a technology project with 
a launch date.
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8. Risk Considerations
A candid assessment for risk committees — including uncertainties that do not have neat mitigations

Risk Assessment and Mitigation

Technology 
Failure

Ethereum: 10+ years, zero state corruption, $400B+ staked security. Polygon Chain: 3,800+ TPS sustained. 
Layered architecture eliminates single points of failure. Mitigation: phased deployment beginning with non-
critical corridors; each layer has independent fallback.

Interoperability 
Standards

Shared liquidity environments introduce contagion risk — a legitimate systemic concern. Mitigation: the 
Cryptographic Solvency Proof (Pessimistic Proof) mathematically contains contagion. Before any asset exits 
shared liquidity, the chain must prove outflows do not exceed verified inflows. Even a fully compromised chain 
cannot withdraw more than it owns.

Data 
Sovereignty

Deploying on public blockchain could be interpreted as ceding data jurisdiction — material under data 
residency regulations and banking secrecy law. Mitigation: Validium mode ensures transaction data never 
touches the public chain. The Sovereign Data Committee governs physical custody locally. Standalone Mode 
Protocol keeps domestic operations running during external outages.

Regulatory 
Change

The direction across major jurisdictions is increasingly supportive: MiCA operational, GENIUS Act law, BIS 
blueprint for tokenised unified ledger infrastructure, MAS/HKMA/APRA developing production frameworks. 
The greater risk is being unprepared when regulators expect capabilities. Mitigation: active sandbox 
engagement from Phase 1; early participants co-develop regulatory standards and accumulate relationship 
capital that compounds as a competitive advantage.

Vendor 
Concentration

Single-network dependence creates concentration risk under CPS 230, DORA, and equivalent frameworks. 
Mitigation: sovereign chain toolkits with multistack support (ZK-native, OP Stack, Arbitrum Orbit) eliminate 
execution-layer lock-in. Ethereum as common settlement anchor is not a proprietary dependency.

Smart Contract 
Risk

Over $1B lost to DeFi exploits in 2024; on-chain transactions are irreversible by design. A structurally different 
risk profile from traditional software bugs. Mitigation: institutional-grade auditing (Trail of Bits, OpenZeppelin, 
Quantstamp) as a core competency from day one; separate audit firms per major deployment; formal 
verification for high-value settlement contracts.

Interoperability 
Standards

Cross-chain standards — AggLayer, CCIP, IBC, SWIFT — are not yet harmonised; no single standard may 
prevail, requiring support for multiple protocols. This is the honest state of the market in 2026. Mitigation: 
build on multistack infrastructure designed for protocol flexibility rather than a single-standard bet.

Regulatory 
Harmonisation

A tokenised deposit under MAS supervision may not be automatically recognised by HKMA, APRA, or the 
OCC. Cross-jurisdictional recognition is in development, not operational. Mitigation: model parallel compliance 
structures as a quantified transition-period cost; the BIS and FSB are actively working on interoperability 
frameworks.

Timing Risk Technological maturity is not the constraint in 2026. What accumulates now are competitive positioning and 
client relationships. BlackRock manages $2.5B on public chains. Mitigation: Phase 1 commits only $3–5M over 
six months with a clear exit ramp. The cost of inaction — competitive position, regulatory capital, operational 
experience — is structural and permanent.
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9. Conclusion
The evidence is assembled. The architecture is demonstrated in production. The window is narrowing.

In every prior infrastructure transition — electronic trading, internet banking, mobile — the institutions that moved 
successfully shared a common trait: they distinguished between prudence and paralysis. Prudence is a $3–5M 
pilot on demonstrated infrastructure with defined success criteria and a clear exit ramp. Paralysis is commissioning 
another study; Citi launches custody; and ten of your peers build the settlement standard your clients will 
eventually demand you support.

Should banks integrate blockchain?

Yes — and the question is increasingly not 'whether' but 'how fast'. Revenue growth is halving as interest-
rate tailwinds fade. Stablecoin volume already exceeds Visa and Mastercard combined. BlackRock, Citi, 
and ten of the world's largest banks are in production or advanced deployment. Mastercard is building 
agentic commerce infrastructure that routes autonomously to the lowest-cost rails. The $300 billion 
stablecoin market and $27.6 trillion in annual on-chain volume are not signals of a possible future — they 
are measurements of a transition already in progress. Banks that do not integrate blockchain will not 
merely miss an opportunity; they will watch their cross-border payment revenues, custody relationships, 
and client relevance migrate to institutions that did.

Is public blockchain viable for institutional use?

Yes — and this has shifted institutional momentum meaningfully toward public infrastructure, supported 
by evidence rather than argument. BlackRock's risk committee approved $2.5 billion in exposure across 
seven public blockchains. Zero-knowledge cryptography — deployed by Deutsche Bank, Citi, Mastercard, 
and two central banks in production — resolves the privacy objection that previously constrained 
institutional adoption. The 'Private Data, Public Proof' model delivers more privacy and more regulatory 
transparency than current architecture provides simultaneously. Regulatory and policy developments — 
including the EU's MiCA, the US' GENIUS Act, and initiatives such as MAS' Project Guardian and BLOOM — 
reflect a growing focus on enabling tokenised financial markets and digital asset participation within 
regulated environments, including experimentation with public blockchain infrastructure.

The regulatory environment has shifted decisively. MiCA is operational across 27 member states. The 
GENIUS Act is law in the United States. MAS and HKMA are actively co-developing production frameworks 
with supervised institutions, not restricting them. The direction across every major jurisdiction is the same: 
enabling regulated participation in tokenised financial infrastructure, not foreclosing it.
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What does the right implementation look like?

A Sovereign Execution Environment — a ZK blockchain deployment that resolves the Sovereignty Trilemma 
by combining locally-governed data custody through the Sovereign Data Committee, cryptographic 
settlement security through the Solvency Firewall, and global liquidity access through the aggregation 
layer. The 'Private Data, Public Proof' model gives banks the Sovereign Intranet they need for domestic 
compliance and the Global Internet of Value they need for cross-border competitiveness — simultaneously, 
without compromise.  Polygon CDK represents one example of a network layer aligned with this 
architecture, alongside broader institutional activity on public blockchain infrastructure. Cubewire provides 
the enterprise compliance middleware — ISO 27001 and SOC 2 Type 2 certified, with CPS 230 alignment 
actively in progress — that makes the architecture operationally viable within existing bank risk and 
governance frameworks. Together they form a complete and deployable implementation of the framework 
described in this paper, designed to align with the emerging interoperability direction of the GL1 initiative, 
including its evolving principles, specifications, and coordination mechanisms being developed by MAS and 
its partners.

Evaluating Your Infrastructure Options
For banking leadership ready to move from evidence to deployment — the following sequence is 
recommended regardless of partner selection:

01 Commission a 4–6 week technical and compliance assessment covering corridor economics, regulatory 
obligations, and existing core banking integration points. Internal resources plus 2–3 external specialists with 
production blockchain experience.

02 Identify the highest-value cross-border corridor for Phase 1. Selection criteria: high volume, elevated 
correspondent banking costs, existing client demand, and manageable regulatory complexity. APAC corridors 
consistently score well on all four.

03 Engage your domestic regulator early — MAS, HKMA, APRA, or equivalent. Sandbox participants co-develop 
regulatory standards and accumulate relationship capital that accelerates production licensing. This is a 
structural competitive advantage, not a compliance cost.

04 Constitute a dedicated blockchain infrastructure team with C-suite executive sponsorship and a clear 
governance mandate. The technology challenge is solvable. The organisational challenge — and the 
competitive advantage — requires active leadership from day one.

The evidence is substantial. The technology is demonstrated in production. The regulatory frameworks are

operational. The infrastructure is ready.
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